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3*5&+*'678*:&81#&5*&E"O#4&1#4&E7#;*'('7#%*4&7#&?O2%7(2*&M1G:B&&+7?(2*&%*8)#7[O*:&:O8)&1:&j"";2*&
Y18H7#;&E"'&*\(":*4&3+!R:&"%)*'&:*'678*:&1'*&("(O21'&M1G:&%"&4"&%)7:B&&J#&1447%7"#>&:*1'8)*:&E"'&827*#%&
:74*&1((2781%7"#:&27H*&P78'":"E%&+726*'27;)%&c-. &E72*:&81#&2*14&%"&*\(":*4&M*5&:*'678*:B&&,%)*'&M1G:&
7#82O4*&:*1'8)7#;&%)*&"#27#*&4*678*&:*1'8)&*#;7#*&+)"41#<C&E"'&*\(":*4&M*5&:*'678*&?1#1;*?*#%&
7#%*'E18*:&:O8)&1:&-\7:A&"'&j21::V7:)B&&R1:%2G>&O:7#;&%)*&%*8)#7[O*:&4*:8'75*4&7#&%)*&J#%*227;*#8*&j1%)*'7#;&
()1:* &"E&%)*&M*5&:*'678*&%*:%7#;&?*%)"4"2";G>&%)*&(*#*%'1%7"#&%*:%*'&12:"&:)"O24&:*1'8)&E"'&
!J+N,fF!!J&47'*8%"'7*:&%)1%&%)*&827*#%&?1G&)16*&*\(":*4&%"&%)*&J#%*'#*%B&&kO7%*&"E%*#&827*#%:&4"&#" %&
'*127g*&)"M&?1#G&*\7:%7#;&M*5&:*'678*:&%)*G&)16*&*\(":*4&%"&%)*&(O5278B&

K"4*&<& K"4*&A& K"4*&C&

K"4*&L&K"4*&Q&
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& W& =:%"#>&-5'1)1?>&@")#:"#&

A3((%.%*/%,&3*&0%#&1%.23/%&1+"*@".@,&
,6*'&%)*&21:%&:*6*'12&G*1':&%)*'*&)1:&5**#&1&4*(1'%O'*&E'"?&%)*&%'147%7"#12&cPR&51:*4&+,-.&M*5&
:*'678*:B&&9'147%7"#12&+,-.&51:*4&:*'678*:&^4*(*#47#;&"#&%)*&1((2781%7"#_&)16*&5*8"?*&1&)7#4'1#8*&E"'&
:"?*&4*6*2"(*':&5*81O:*&%)*:*&:*'678*:&81#&144&*\%'1&51#4M74%)&1#4&"6*')*14&%"&41%1&*\8)1#;*B&&
9)*:*&7::O*:&)16*&2*14&%"&%)*&*?*';*#8*&"E&?"'*&0=+9EO2<L&M*5&:*'678*:&:O8)&1:&@+,K&̂@161+8'7(%&
K"%1%7"#_B&&0=+9&0̂*('*:*#%1%7"#12&+%1%*&9'1#:E*'_&:*'678*:&27H*&@+,K&O:*&Y99.&?*%)"4:&^j=9>&.,+9 >&
.F9>&!=R=9=_&E"'&41%1&*\8)1#;*B&&Y"M*6*'>&+,-.&51:*4&M*5&:*'678*:&'*?17#&("(O21'&1#4&1'*&E"O#4&
5*7#;&O:*4&E"'&8"??*'8712&1:&M*22&1:&8O:%"?&8'*1%*4&1((2781%7"#:B&&+"?*&*\1?(2*:&"E&+,-.&M*5&
:*'678*:&O:*4&"#&1&21';*&:812*&7#82O4*&-?1g"#&=NA<Q>&.1G.12<S&1#4&P78'":"E%&-gO'*<TB&&9)*&5"%%"?&27#*&7:&
%)1%&+,-.&51:*4&M*5&:*'678*:&;*#*'122G&"EE*'&?"'*&8"?(2*\&41%1&:%'O8%O'*:&%)1#&%)*7'&0=+9&
8"O#%*'(1'%:&'*;1'42*::&"E&21%*#8G&1#4&(*'E"'?1#8*&7::O*:B&

!6%&<=>'.+"*/%&'(&0%#&1%.23/%&D"*"4%=%*+&<*+%.("/%,&
- #G&6O2#*'15727%G&7#&1&M*5&:*'678*:&?1#1;*?*#%&7#%*'E18*&8"O24&122"M&1#&1%%18H*'&%"&;17#&8"#%'"2&"E&%)*&
:G:%*?&1#4>&7#&%O'#>&122&"E&%)*&M*5&:*'678*:&%)1%&12'*14G&)16*&5**#&4*(2"G*4B&&,E%*#&%7?*:&(*#*%'1%7"#&
%*:%*':&E7#4&M*5&:*'678*&?1#1;*?*#%&7#%*'E18*:&*\(":*4&%"&%)*&J#%*'#*%>&1#4&%)1%&%)*&:*8O'7%G&"E&%)*:*&
7#%*'E18*:&1'*&#"%&8"#E7;O'*4&('"(*'2GB&

,#*&8"??"#&?*%)"4&O:*4&7#&%'147%7"#12&(*#*%'1%7"#&%*:%7#;&7:&%"&O:*&4*E1O2%>&M*1H>&1#4f"'&'*O:*4&
(1::M"'4:&%"&;17#&188*::B&F#E"'%O#1%*2G>&?1#G&6*#4"':&4"&#"%&*#E"'8*&8"?(2*\7%G&'*[O7'*?*#%:&5O%&
7#:%*14&%'G&%"&122"M&E"'&*1:*&"E&O:*B&J#&AX<X>&7%&M1:&E"O#4&%)1%&-\7:A>&1&8"??"#&M*5&:*'678*:&7#%*'E18*>&
)14&5**#&7#82O4*4&M7%)7#&%)*&+-.&bO:7#*::,5a*8%:&('"4O8%B&9)*&-\7:A&8"?("#*#%&M1:&#"%&7#:%122*4&5G&
4*E1O2%>&5O%&M1:&'*[O7'*4&E"'&1#G"#*&M)" &M1#%*4&%"&2*6*'1;*&%)*&M*5&:*'678*:&8"?("#*#%:&"E&+-.&
bO:7#*::,5a*8%:B&9)*&+-.&?"4O2*&^4:M:5"5a*_&7#82O4*4&1&4*E1O2%&-\7:A&7#:%1#8*&12"#;&M7%)&%)*&4*E1O2%&
O:*'#1?*&1#4&(1::M"'4&^14?7#f1\7:A_B&9)*&4*E1O2%&O:*'#1?*&1#4&(1::M"'4&122"M*4&1#G"#*&M)" &H#*M&
%)7:&7#E"'?1%7"#&%"&2";&7#&%"&%)*&:G:%*?&1#4&8"?(2*%*2G&8"?('"?7:*&%)*&4*E1O2%&1#4&122&M*5&:*'678*:&
%)1%&M*'*&7#82O4*4B&

J#&AX<X>&1&P*%1:(2"7%&?"4O2*<U&M1:&8'*1%*4&E"'&%)7:&1%%18H&O:7#;&%)*&4*E1O2%&O:*'&#1?*&1#4&(1::M"'4B&
9)7:&7#%*'E18*&M1:&O:*4&%"&4*(2"G&1&?12787"O:&M*5&:*'678*&1#4&('"674*&'*?"%*&8"4*&*\*8O%7"#B&

?%B&0%#&1%.23/%,&!6.%"+,&
P78'":"E%&+726*'27;)%&('"674*:&#*M&1#4&7#%*'*:%7#;&%)'*1%:&%"&%)*&M*5&:*'678*&21#4:81(*&1:&+726*'27;)%&
1((2781%7"#:&81#&O:*&*7%)*'&+,-.&51:*4&"'&0=+9EO2&:*'678*:&4*(*#47#;&"#&%)*&57#47#;:&O:*4B&&+726*'27;)%&
1((2781%7"#:&1'*&'O#&5G&%)*&827*#%&5'"M:*'&1#4&7#%*'E18*&M7%)&3NV&^37#4"M:&N"??O#781%7"#&
V"O#41%7"#<W_&M*5&:*'678*:B&&-#&1%%18H*'&:7?(2G&81#&47:'*;1'4&%)*&827*#%&1((2781%7"#&1#4&7#%*'E18*&
47'*8%2G&M7%)&%)*&3NV&:*'678*:B&&+726*'27;)%&c-.&1((2781%7"#:&12:"&1'*&*1:G&%"&4*8"?(72*&O:7#;&%""2:&:O8)&
1:&+726*'27;)%&+(GAX&%"&4*%*'?7#*&)"M&%)*&1((2781%7"#&M"'H:&M7%)&%)*&M*5&:*'678*:&7E&%)*&1%%18H*'&#**4:&
?"'*&7#E"'?1%7"#B&&+*8O'7%G>&7#&%)*&81:*&"E&+726*'27;)%&1((2781%7"#:>&%'O2G&7:&4*(*#4*#%&"#&%)*&:*8O'7%G&
8"#E7;O'1%7"#&"E&%)*&3NV&:*'678*:A<B&
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0*8*#%2G>&1#&"#27#*&37H7&8122*4&3+d-%%18H:B"';AA&81%12";*4&?1#G&"E&%)*&#*M*'&1%%18H&6*8%"':&'*21%*4&%"&
?"4*'#&+,-.&1#4&b.=R&51:*4&M*5&:*'678*:B&&3+d-%%18H:B"';&M1:&8'*1%*4&5G&-#4'*1:&V21H*#5*';&1#4&
:)"O24&5*&'*E*'*#8*4&E"'&1%%18H:&M)*#&E"22"M7#;&%)*&M*5&:*'678*&?*%)"4"2";G&?*#%7"#*4&7#&%)7:&
M)7%*(1(*'B&

J%&12:"&7:&("::752*&E"'&1&M*5&827*#%&%"&?1H*&+,-.&51:*4&'*[O*:%:&%"&M*5&:*'678*:&%)1%&('"674*&%)1%&
8"#%*#%&%"&%)*&M*5&1((2781%7"#B&J#&%)*&(1:%&M*&)16*&:**#&*\1?(2*:&"E&:O8)&7#%*'18%7"#&M7%)&M*5&:*'678*:&
5G&O:7#;&5"%)&-@-c&1#4&V21:)B&J#%*;'1%7"#&5*%M**#&M*5&1((2781%7"#:&1#4&M*5&:*'678*:&7#8'*1:*:&%)*&
8"?(2*\7%G&"E&%)*&%*:%7#;&('"8*::B&J%&7:&8'7%7812&%"&%*:%&M*5&:*'678*:&8"?("#*#%:&7E&%)*&M*5&:*'678*:&
'*[O*:%:&1'*&?14*&E'"?&%)*&827*#%B&

IMPORTANT	
  NOTE	
  ABOUT	
  SCOPING:&3)*#&:8"(7#;&%)7:&%G(*&"E&M"'H>&7%&7:&7?("'%1#%&%"&'*?*?5*'&%)1%&
7#%*;'1%*4&M*5&:*'678*:&M7%)7#&M*5&1((2781%7"#:&?1G&7#8'*1:*&4'1?1%78122G&%)*&#*8*::1'G&:8"(*B&
9)*'*E"'*>&(' 7"'7%7g7#;&M)78)&8"?("#*#%:&%"&%*:%&d&1#4&)"M&?O8)&d&M722&5*&7?("'%1#%&7#&*#:O'7#;&1&
('"(*'&:8"(*B &

?%B&-@2"*/%=%*+,&3*&0%#&1%.23/%,&
0*8*#%2G&%)*'*&)1:&5**#&1#&*?*';*#8*&"E&?"'*&827*#%&:74*&%*8)#"2";7*:&:O8)&1:&P78'":"E%&+726*'27;)%&%)1%&
O%727g*&M*5&:*'678*:B&&37%)&?O8)&"E&%)*&827*#%&)1#427#;&?O8)&"E&%)*&)*16G&27E%7#;&M7%)&'*;1'4&%"&41%1&
('"8*::7#; >&%)7:&?1H*:&%)*:*&%*8)#"2";7*:&74*12B&

,#*&"E&%)*&?":%&8"?(2*\&%1:H:&7#&4*127#;&M7%)&M*5&:*'678*:&7:&?"4*27#;&)"M&7#E"'?1%7"#&7:&%'1#:E*''*4&
M)*#&?O2%7(2*&M*5&:*'678*:&1'*&#**4*4B&&PO2%7(2*&M*5&:*'678*:&M7%)7#&M*5&1((2781%7"#:&1'*&5*7#;&
O%727g*4&?"'*&%)1#&*6*'B&

,#*&?*%)"4&E"'&188"?(27:)7#;&%)7:&7:&%"&O:*&1#&7#4O:%'G&:%1#41'4&H#"M#&1:&3+db.=RB&3+db.=R&7:&:)"'%&
E"'&3*5&+*'678*&bO:7#*::&.'"8*::&=\*8O%7"#&R1#;O1;*&^b.=R_B&9)*&;"12&"E&b.=R&7:&%"&:*(1'1%*&%)*&
5O:7#*::&('"8*::&E'"?&7?(2*?*#%1%7"#&2";78B&-&b.=R&('"8*::&7:&1#&cPR&E72*&%)1%&7:&('"8*::*4&1%&'O#&%7?*B&
+7#8*&b.=R&7:&51:*4&O:7#;&cPR&1#4&c.-9Y>&7%&?1G&5*&("::752*&%"&(*'E"'?&cPR&"'&c.-9Y&7#a*8%7"#&7#%"&1&
b.=R&('"8*::&4*(*#47#;&"#&%)*&7#(O%B&9*:%7#;&b.=R&('"8*::*:&%'147%7"#122G&7:&6*'G&47EE78O2%&M7%)"O%&1&82*1'&
O#4*':%1#47#;&"E&%)*&5O:7#*::&('"8*::B&&9)*'*E"'*>&1&3)7%*&b"\&1(('"18)&%"&%*:%7#;&b.=R&7:&)7;)2G&
'*8"??*#4*4B &

I'B&A'&J'C&;.'>% .$8&1/'>%&"&0%#&1%.23/%,&;%*%+."+3'*&!%,+: &
.'"(*'&:8"(7#;&1:&M*22&1:&('*d*#;1;*?*#%&7#E"'?1%7"#&7:&6*'G&7?("'%1#%&%"&('"(*'2G&*\*8O%*&M*5&
:*'678*:&%*:%7#;B&&9)*&E"22"M7#;&[O*:%7"#:&#**4&%"&5*&1:H*4&('7"'&%"&1#G&M*5&:*'678*&%*:%7#;&*#;1;*?*#%B&&
9)7:&7#E"'?1%7"#&12:"&7:&7#82O4*4&7#&%)*&('* d*#;1;*?*#%&:*8%7"#&"E&%)*&M*5&:*'678*:&%*:%7#;&?*%)"4"2";G&
#"%*4&7#&%)*&#*\%&:*8%7"#B&

• 3)1%&%G(*&"E&M*5&:*'678*&E'1?*M"'HAC&7:&5*7#;&O:*4I&=\1?(2*:&7#82O4*&37#4"M:&

N"??O#781%7"#&V"O#41%7"#&^3NV_>&-(18)*&-\7:f-\7:A >&m*#4B&
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& <<& =:%"#>&-5'1)1?>&@")#:"#&

• 3)1%&%G(*&"E&M*5&:*'678*:&1'*&%)*GI&^*\/&+,-.>&0=+9&"'&3NV_&

• 3)1%&%G(*&"E&41%1&4"&%)*&M*5&:*'678*:&('"674*I&&3)1%&7:&%)*&7?("'%1#8*&"E&%)7:&41%1&E'"? &1&

5O:7#*::&(*':(*8%76*I &

• J:&b.=R&5*7#;&O:*4I&

• Y"M&?1#G&M*5&:*'678*:&1'*&%)*'*>&1#4&)"M&?1#G&M*5&?*%)"4:&E"'&*18)&:*'678*&*\7:%I&

• -'*&G"O&152*&%"&('"674*&1#G&4*6*2"(*'&4"8O?*#%1%7"#&:)"M7#;&%)*&:8)*?1&"E&%)*&M*5&:*'678*&

1:&M*22&1:&1#G&4"8O?*#%1%7"#&"#&-.J:&7E&%)*G&1'*&5*7#;&O:*4I&

• N1#&G"O&('"674*&122&!J+N,fF!!J:&7E&5*7#;&O:*4&:(*87E78&%"&1#G&47'*8%"'G&27:%7#;&"E&G"O'&M*5&

:*'678*&^7E&(O52782G&16172152*_I&

• !"*:&%)*&M*5&:*'678*&O:*&++RI&

• !"*:&%)*&M*5&:*'678*&O:*&3+d+*8O'7%GI&

• N1#&G"O&('"674*&122&3+!R&(1%):&1#4&*#4("7#%:I&&Y"M&?1#G&3+!R&(1%):&1'*&%)*'*I&

• -'*&G"O&O:7#;&#"#d+,-.&M*5&:*'678*:&:O8)&1:&@+,K&^0=+9EO2&:*'678*:_I &

• 3)1%&%G(*&"E&1O%)*#%781%7"#&4"*:&%)*&M*5&:*'678*&O:*I&&=\1?(2*:&7#82O4*/&K"#*>&Y99.&b1:78&

-O%)*#%781%7"#>&K9RP&-O%)*#%781%7"#>&K9RP&"EE&"E&37#4"M:&^671&-4"_>&.1'1?*%*'&b1:*4&

-O%)*#%781%7"#>&O:*'#1?*f(1::M"'4&1:&(1'1?*%*':&^7#&*18)&8122>&)*14*'f5"4G>&*%8_>&8O:%"?&

5O72%&"'&"%)*'&1O%)*#%781%7"#>&1#4&8*'%7E781%*&51:*4B&

• JE&1O%)*#%781%7"#&7:&O:*4>&M722&G"O&5*&152*&%"&('"674*&8'*4*#%712:&E"'&%*:%7#;&%)*&M*5&:*'678*I&

• !"*:&%)*&3*5&+*'678*&188*(%&1%%18)?*#%:&671&+,-.&'*[O*:%:I&

• 3722&G"O&5*&152*&%"&('"674*&?O2%7(2*&:1?(2*&+,-.&'*[O*:%:&%)1%&81#&5*&O:*4&%"&4*?"#:%'1%*&%)*&

EO22&EO#8%7"#127%G&"E&%)*&M*5&:*'678*I&

• !"*:&%)*&M*5&:*'678*&)16*&1&8O:%"?&E'"#%&*#4&%)1%&O:*:&%)*&M*5&:*'678*&7B*B>&@161&1((>&8O:%"?&

8"4*4&4*:H%"(&1((2781%7"#>&P78'":"E%&+726*'27;)%I &&N1#&G"O&('"674*&%)*&a1'>&c-.>&"'&7#:%1221%7"#&

E72*:I&

!6%&?%B&0%#&1%.23/%&!%,+3*4&D%+6'@'$'48&
9)*&,3-+.&9*:%7#;&jO74*&6C&('"674*:&%)*&E"22"M7#;&?*%)"4"2";G&E"'&%*:%7#;&M*5&:*'678*:/&

• 3+&J#E"'?1%7"#&j1%)*'7#;&
• 9*:%7#;&3+!R&
• cPR&+%'O8%O'12&9*:%7#;&
• cPR&N"#%*#%dR*6*2&9*:%7#;&
• Y99.&j=9&(1'1?*%*':f0=+9&9*:%7#;&
• K1O;)%G&+,-.&1%%18)?*#%:&
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• 0*(21G&9*:%7#;&
&
9)'"O;)&"O'&'*:*1'8)&M*&1'*&?"47EG7#;&%)7:&?*%)"4"2";G&E'"?&1&)7;)&2*6*2&%"&E"22"M&%)*&.9=+AL&
^.*#*%'1%7"#&9*:%7#;&=\*8O%7"#&+%1#41'4_B&&.9=+&:%722&7:&7#&12()1&4*6*2"(?*#% &̀)"M*6*'>&.9=+&7:&5*7#;&
47:8O::*4&%)'"O;)"O%&%)*&:*8O'7%G&8"??O#7%G&1:&%)*&:%1#41'4&1'"O#4&M)1%&1&(*#*%'1%7"#&%*:%&7:&1#4&%)*&
1::"871%*4&%*:%7#;&?*%)"4"2";GB&&9)7:&?1H*:&E"'&1#&74*12&E"O#41%7"#&E"'&"O'&'*67:*4&?*%)"4"2";GB&&3*&
1'*&5'*1H7#;&"O%&%)*&#*M&?*%)"4"2";G&1:&E"22"M:/&
&

• Pre-­‐Engagement	
  Interactions	
  
o .'"674*&:8"(7#;&[O*:%7"#:&%"&827*#%&
o -#12Gg*&1#:M*':&E'"?&%)*&827*#%&%"&4*%*'?7#*&:8"(*f%)'*1%:&
o !*E7#*&;"12:&
o !* %*'?7#*&%G(*&"E&1::*::?*#%&^b218H>&j'*G>&"'&3)7%*&b"\_&
o =:%1527:)&27#*:&"E&8"??O#781%7"#&
o !*E7#*&'O2*:&"E&*#;1;*?*#%&
o !*%*'?7#*&7E&)7;)2G&8O:%"?7g*4&%*:%7#;&M722&5*&'*[O7'*4&1#4&14aO:%&:8"(*&

• Intelligence	
  	
  Gathering	
  
o 3*5&+*'678*&J#E"'?1%7"#&j1%)*'7#;&̂18%76*&1#4&(1::76*_&

§ J4*#%7EG&3!+R:&1#4&1::"871%*4&2"81%7"#:&
• 3+!R&j"";2*&Y18H7#;&

o E72*%G(*/1:?\&
o E72*%G(*/aM:&&
o E72*%G(*/M:42&

• .*'E"'?&3+!R&=#O?*'1%7"#&
o 7#O'2/1:?\IM:42&
o 7#O'2/aM:IM:42&
o 7#O'2/M:42&

§ J4*#%7EG&!J+N,fF!!J &
• 7#O'2/!*E1O2%B]+!7:8"&
• 7#'O2/4*E1O2%B47:8"&
• 7#O'2/I!J+N,&

§ J4*#%7EG&3NV&̂B:68_&
• J#O'2/:68&

§ J4*#%7EG&%G(*&"E&1O%)*#%781%7"#&7#&O:*&^=\1?(2*/&Y99.&b1:78&-O%)_&
§ J4*#%7EG&3+d+*8O'7%G&8"#%'"2:&
§ J4*#%7EG&827*#%&1((2781%7"#:&%)1%&?7;)%&O:*&%)*&M*5&:*'678*&^+726*'27;)%_&
§ J4*#%7EG&0=+9EO2&:*'678*:&7E&5*7#;&O:*4&
§ j1%)*'&1O%)*#%781%7"#&8'*4*#%712:&
§ j1%)*'&:1?(2*&61274&+,-.&'*[O*:%:&E'"?&%)*&827*#%&1#4&1::"871%*4&-.J&

4"8O?*#%1%7"#&
• .'*(1'*&+,-.FJ>&8O:%"?&+,-.&827*#%&M7%)&%*:%&+,-.&'*[O*:%:&
• N"#E7;O'*&M*5&('"\G&^bO'(+O7%*_&

§ J4*#%7EG&M*5&:*'678*:&7#%*'E18*:&*\(":*4&"#&%)*&J#%*'#*%&
• +)"41#)[/&;21::E7:)&
• +)"41#)[/&1\7:A&
• J#O'2/&1\7:Ad14?7#&
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• Threat	
  Modeling	
  
o b1:*4&"#&:8"(7#;&1#:M*':>&M)1%&%)'*1%:&81#&5*&4*%*'?7#*4I&
o 3)1%&7:&?":%&612O152*>&E'"?&1&5O:7#*::&(*':(*8%76*>&'*21%*4&%"&%)*&41%1&O:*4&5G&%)*&

M*5&:*'678*I&
o 9*:%*'&:)"O24&"O%27#*&%)'*1%&:8*#1'7":&%"&4*%*'?7#*&'*127:%78&1%%18H&6*8%"':&
o !*%*'?7#*&7E&%)'*1%&:8*#1'7":&1'*&M7%)7#&%)*&:8"(*&"E&%)*&('"a*8%&

• Vulnerability	
  Analysis	
  
o .*'E"'?&1O%)*#%781%7"#&%*:%7#;&"E&%)*&M*5&:*'678*&^=\1?(2*/&Y99.&b1:78&-O%)&b'O%*&

V"'8*_&
o .*'E"'?&%'1#:("'%&21G* '&%*:%7#;&7E&7#&O:*&^++R>&8"#E74*#%7127%G>&1#4&7#%*;'7%G&8)*8H:_&

§ ++R&N*'%7E781%*&9*:%7#;&
• 3)1%&6*':7"#&"E&++R&7:&5*7#;&O:*4I&
• +*2Ed:7;#*4&8*'%&1#4&"%)*'&++R&8*'%&%*:%7#;&

§ 3+ d+*8O'7%G&%*:%7#;&
o .*'E"'?&%*:%7#;&"#&M*5&:*'678*&?1#1;*?*#%&7#%*'E18*:&^=\1?(2*/&-(18)*&

-\7:fj21::E7:)&4*E1O2%&8'*4*#%712:f#"&8'*4*#%712:_&
§ P*%1:(2"7%&3*5&+*'678*&P1#1;*?*#%&-O\&P"4O2*:&

o !*%*'?7#*&7E&%)*'*&1'*&*\7:%7#;&6O2#*'15727%7*:&E"'&%)*&M*5&:*'678*&E'1?*M"'H&
§ 0*:*1'8)&6*#4"'&:O(("'%&:7%*&
§ 0*:*1'8)&=\(2"7%!b&E"'&M"'H7#;&*\(2"7%:&
§ +*1'8)&P*%1:(2"7%&V'1?*M"'H&

o -#12Gg*&1#G&827*#%&1((2781%7"#&O%727g7#;&%)*&M*5&:*'678*&
§ +726*' 27;)%&c-.&

• !*%*'?7#*&)"M&+726*'27;)%&O:*:&%)*&M*5&:*'678*&
• -#12Gg*&M7%)&+726*'27;)%&+(Gf31%8)*'&(2O;7#&E"'&V7442*'&
• !*%*'?7#*&7#:*8O'*&4"?17#&'*E*'*#8*:&^8'"::4"?17#B\?2_&
• !"*:& +726*'27;)%&'*:%'78%&@161+8'7(%&188*::I&

§ V1%&N27*#%&-((2781%7"#&
§ @161fBK=9&N27*#%&"'&NO:%"?&

• Exploitation	
  
o .*'E"'?&cPR&+%'O8%O'12&9*:%7#;&

§ VOgg&cPR&?*%)"4:&671&bO'(+O7%*&E"'&c.1%)&J#a*8%7"#>&,+&N"??1#4&J#a*8%7"#&
§ - ::*::&%)1%&(1'1?*%*':&1'*&5*7#;&O:*4&%"&612741%*&41%1&
§ 9*:%&E"'&!*#712&"E&+*'678*&

• cPR&!,+fV2""47#;&
• ,6*':7g*4&91;:&^cPR&-%%'75O%*>K1?*:(18*_&
• cPR&=#%7%G&=\(1#:7"#&
• F%727g*&3+d-%%18H:B"';&

§ 9*:%&E"'&3+d-44'*::&+(""E7#;&
• F%727g*&3+d-%%18H:B"';&

§ F%727g*&#*M&P*%1:(2"7%&3+&%*:%7#;&?"4O2*&
o .*'E"'?&cPR&N"#%*#%dR*6*2&9*:%7#;&

§ VOgg&8"#%*#%&671&bO'(+O7%*&E"'&+kR7>&c++>&c.1%)&J#a*8%7"#&
§ 9*:%&E"'&bOEE*'&,6*'E2"M:&
§ 9*:%&E"'&cPR&=#%7%G&0*E*'*#8*&-%%18H&

• F%727g*&3+d-%%18H:B"';&
§ 9*:%&E"'&!*#712&"E&+*'678*&
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• ,6*':7g*4&+,-.&Y*14*'fb"4Gf=#6*2"(* &
• +,-.&.1'1?*%*'&!,+ &
• cPR&=#8'G(%7"#&D&c+R9fc(1%)&!,+&
• cPR&+7;#1%O'*&D&n*G&0*%'7*612f9'1#:E"'?1%7"#&!,+&
• F%727g*&3+d-%%18H:B"';&

§ F%727g*&#*M&P*%1:(2"7%&3+&%*:%7#;&?"4O2*&
o .*'E"'?&Y99.&j=9&(1'1?*%*':f0=+9&9*:%7#;&

§ 9)7:&?1G&5*&#"&47EE*'*#%&%)1#&%'147%7"#12&j'*G&b"\&%*:%7#;&
§ !*%*'?7#*&47EE*'*#8*:&1#4&)"M&%)*G&'*21%*&%"&%)*&M*5&:*'678*&

o .*'E"'?&+,-.&1%%18)?*#%&%*:%7#;&
§ 9*:%&"6*':7g*4fO#4*':7g*4&1%%18)?*#%:&
§ +(*87EG&47EE*'*#%&8"#%*#%&%G(*:&^57#1'Gf#"#d57#1'G_&
§ N1#&P+V&(1G2"14&1%%18)?*#%&5*&O(2"14*4&^81#&M*&;*%&:)*22_I &

o .*'E"'?&0*(21GfP79P9*:%7#;&
§ b1:*4&"#&%)'*1%&?"4*2&'*:O2%:>&7:&%)7:&1&E*1:752*&1%%18HI&

• =\1?(2*/&J:&++R&5*7#;&O:*4I&J:&:*::7"#&)7a18H7#;&1&8"#8*'#I&
• J:&cPR&+7;#1%O'*&"'&cPR&=#8'G(%7"#&O:*4I&

o 9*:%&E"'&+7;#1%O'*f=#8'G(%7"#&0*47'*8%&
o F%727g*&3+d-%%18H:B"';&

§ F%727g*&37'*:)1'H&%"&;1%)*'&(18H*%:&9N.0*21GfNO:%"?&:8'7(%:&%"&'*(21G&(18H*%:&
§ N)*8H&E"'&M*5&:*'678*&:*::7"#&%"H*#:>&#"#8*:&M7%)&P-N&144'*::*:>&"'&97?*&

+%1?(7#;B&
• NO:%"?&:*::7"#&?1#1;*?*#%&:)"O24&5*&8)*8H*4&E"'&*#%'"(G&O:7#;&

bO'(+O7%*$:&+*[O*#8*'&%""2&
§ 9*:%&E"'&+,-.-8%7"#&+(""E7#;&

• F%727g*&3+d-%%18H:B"';&
§ 9*:%&E"'&"%)*'&P79P&-%%18H:&

• P*::1;*&91?(*'7#; &
• 0"O%7#;&!*%"O'&
• P*%141%1&+(""E7#;&
• 3+!R&+(""E7#;&
• 3+ d+*8O'7%G&+(""E7#;&
• F%727g*&3+d-%%18H:B"';&

o .*'E"'?&b.=R&9*:%7#;&
§ V"22"M&%*:%7#;&;O74*27#*:&E'"?&3+d-%%18H:B"';&
§ JE&M*5&:*'678*&O:*:&b.=R>&%*:%&E"'/&

• b.=R&J#:%1#%71%7"#&V2""47#;&
• b.=R&J#47'*8%&V2""47#;&
• b.=R&+%1%*&!*671%7"#&

• Post	
  Exploitation	
  
o j"%&:)*22I&.*'E"'?&(7221;7#;&7E&;"12&'*[O7'*:&7%&
o N2*1#&O(&1'%7E18%:&
o .'*(1'*&:8'**#&:)"%:&1#4&4"8O?*#%&E7#47#;:&E"'&'*("'%7#;&
o !"8O?*#%&122&:%*(:&"E&%*:%&
o J#E"'?&827*#%&"E&8"?(2*%*4&%*:%&

• Reporting	
  
o .'"674*&827*#%&:%*(:&:)"M7#;&*\(2"7%1%7"#&
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§ N27*#%&:)"O24&)16*&*#"O;)&7#E"'?1%7"#&%"&5*&152*&%"&'*(2781%*&*6*'G%)7#;&G"O&
*\(2"7%*4&

o .'*(1'*&'*("'% &
o J#E"'?&827*#%&"E&'*("'%&4*276*'G&41%*&
o +8)*4O2*&4*5'7*E&

&
P"'*&4*%172:&%"&%)7:&?*%)"4"2";G&^7#82O47#;&%*:%7#;&*\1?(2*:_&M722&5*&7#82O4*4&7#&%)*&M*5&:*'678*:&
%*:%7#;&:*8%7"#&"E&%)*&O(8"?7#;&,3-+.&9*:%7#;&jO74*&6LB&

?%B&0%#&1%.23/%&!%,+3*4&D'@C$%,&('.&D%+",>$'3+&
J#&%)*&(1:%&E*M&G*1':&%)*'*&)16*&5**#&:*6*'12&1%%18H:&'*2*1:*4&1;17#:%&8"??"#&M*5&:*'678*:&
?1#1;*?*#%&7#%*'E18*:B&0*8*#%2G>&%)*'*&)16*&5**#&%M"&6O2#*'15727%7*:&'*2*1:*4&7#&,'182*&j21::V7:)B&,#*&
M1:&7#E"'?1%7"#&2*1H1;*>&1#4&%)*&"%)*'&M1:&1O%)*#%781%7"#&5G(1::&7#&j21::V7:)&AB\&1#4&CBXB&J#&1447%7"#&
%"&%)*:*&6O2#*'15727%7*:>&j21::V7:)&12:"&)1:&1&4"8O?*#%*4&4*E1O2%&O:*'#1?*&1#4&(1::M"'4&^14?7#&f&
o521#H&(1::M"'4o_B&

b*2"M&7:&1&:8'**#:)"%&"E&%)*&-4?7#7:%'1%7"#&jO74*&
)̂%%(/ff4"M#2"14B"'182*B8"?f4"8:f84f=<UWCXpX<f)%?2fUA<dAL<Sf;;a\(B)%?2q15216_&

&

&

9)7:&:*8%7"#&7#82O4*:&%)*&O:*'#1?*f(1::M"'4&^h14?7#&M7%)&#"&(1::M"'4i_>&1:&M*22&1:&%)*&O#7[O*&("'%&"#&
M)78)&j21::V7:)&'O#:&^LULU_B&
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&

-&P*%1:(2"7%&?"4O2*&)1:&5**#&8'*1%*4&%)1%&7#82O4*:&5"%)&%)*&CB\&1O%)*#%781%7"#&5G(1::&1:&M*22&1:&%)*&
4*E1O2%&O:*'#1?*&1#4&(1::M"'4&M)78)&M722&('"674*&EO22&188*::&%"&1#G&"#*&:G:%*?&%)1%&7:&'O##7#;&
j21::V7:)&CB\B&J%&:)"O24&5*&#"%*4&%)1%&%)*&1O%)*#%781%7"#&5G(1::&1:(*8%&"E&%)*&P*%1:(2"7%&?"4O2*&M"'H:&
"#2G&"#&CBX&5*81O:*&CB<&M1:&E"O#4&%"&#"%&5*&6O2#*'152*&%"&1O%)*#%781%7"#&5G(1::B&9)*'*E"'*>&E"'&CB<&
:G:%*?:>&%)*&4*E1O2%&O:*'#1?*&1#4&(1::M"'4&:)"O24&5*&O:*4&%"&;17#&EO22&8"#%'"2&"E&%)*&:G:%*?B&

j21::V7:)&7#:%1#8*:&81#&5*&74*#%7E7*4&*1:72G&5G&O:7#;&8"??"#&:*1'8)&*#;7#*:&:O8)&1:&j"";2*&"'&+)"41#B&
Y*'*&7:&1#&*\1?(2*&"E&1&+)"41#&:*1'8)&M)78)&:)"M:&%)1%&%)*'*&1'*&e&<CWX&:G:%*?:&"#&%)*&J#%*'#*%&
'O##7#;&j21::V7:)/&

&

?%B&G>%*&1'C./%&0%#&1%.23/%&!%,+3*4&F*23.'*=%*+&
-:&:%1%*4&5*E"'*>&%)*&218H&"E&%*:%&M*5&:*'678*:&%)1%&1'*&6O2#*'152*&%"&1%%18H&7:&)"247#;&518H&%*:%*':&1#4&
%""2:*%:B&&9"&'*?*471%*&%)7:&7::O*>&M*&)16*&4*6*2"(*4&1&:*'7*:&"E&6O2#*'152*&M*5&:*'678*:B&&9)7:&:*'7*:&
7#82O4*:&?1#G&"E&%)*&?17#&6O2#*'15727%7*:&E"O#4&7#&M*5&1((2781%7"#:&5O%&*\(":*4&%)'"O;)&1&M*5&:*'678*B&&
9)*:*&M*5&:*'678*:&1'*&'*2*1:*4&1:&"(*#&:"O'8*&1#4&1'*&E'**2G&16172152*B&&9)*G&%1H*&%M"&47EE*'*#%&E"'?:B&

9)*&E7':%&E"'?&7:&1&:*%&"E&:%1#4d12"#*&:*'678*:B&&9)*G&1'*&4*:7;#*4&%"&5*&4*(2"G*4&%"&1&M*5&:*'6*'&%)1%&
:O(("'%:&.Y.B&&9)*:*&:*'678*:&M*'*&5O72%&O:7#;&%)*&KO+,-.&275'1'G>&1#4&*18)&*\(":*&1&3+!R&%"&
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4"8O?*#%&%)*&EO#8%7"#:&*\(":*4B&&9)*&(18H1;*&8"#%17#:&122&"E&%)*&7#:%1221%7"#&1#4&('*'*[O7:7%*:&#**4*4&
%"&4*(2"G&%)*&8"4*B&

9)*&:*8"#4&E"'?&"E&%)*&M*5&:*'678*:&7:&(1'%&"E&1&21';*'&('"a*8%B&&!]3-&7:&1#&*\8*22*#%&%1';*%&1((2781%7"#&
:*%&%)1%&M*&)16*&*\%*#4*4B&&3*&8'*1%*4&!1?#&]O2#*'152*&3*5&+*'678*:&^!]3+_>&M)78)&1'*&(18H1;*4&1:&
(1'%&"E&%)*&!]3-&1((2781%7"#B&&9)*G&1'*&5O72%>&1:&1'*&%)*&"%)*'&6O2#*'15727%7*:&M7%)7#&!]3->&M7%)&Y7;)>&
P*47O?>&1#4&R"M&:*8O'7%G&2*6*2:B&&9)*G&12:"&M"'H&M7%)7#&%)*&1O%)*#%781%7"#&"E&!]3-B&&9)7:&122"M:&E"'&
%)*&%*:%7#;&"E&M*5&:*'678*:&12"#;:74*&6O2#*'152*&M*5&1((2781%7"#:B&&VO'%)*'?"'*>&M*&)16*&7?(2*?*#%*4&
M*5&:*'678*:&%)1%&7?(2*?*#%&:%1#41'4&E*1%O'*:&:O8)&1:&3+d+*8O'7%GB&&9)*&!]3-&7#:%1221%7"#&7:&?"47E7*4&
%"&7#82O4*&?*#O&"(%7"#:&("7#%7#;&%"&%)*&#*M&:*'678*:>&1#4&%"&7#82O4*&%)*&4"8O?*#%1%7"#&%"&)*2(&%'17#&
O:*':&"E&!]3+B&

)'*/$C,3'* &
J#&%)7:&M)7%*(1(*'&M*&)16*&8"6*'*4&:*6*'12&1%%18H&6*8%"':&E"'&M*5&:*'678*:B&+*6*'12&"E&%)*:*&1%%18H:&
)16*&5**#&H#"M#&7#&%)*&4*6*2"(?*#%&8"??O#7%G>&5O%&#"%&5G&%)*&:*8O'7%G&8"??O#7%GB&!O*&%"&%)*&
8O''*#%&;1(&5*%M**#&%)*&4*6*2"(?*#%&1#4&:*8O'7%G&8"??O#7%7*:>&M*&)16*&E"8O:*4&"O'&*EE"'%:&"# &'17:7#;&
1M1'*#*::&"E&1#4&'17:7#;&%)*&51'&"#&%)*&8O''*#%&:%1%*&"E&M*5&:*'678*:&%*:%7#;B&

J#&%)*&EO%O'*>&7%&M722&5*&?"'*&7?("'%1#%&E"'&%)*&:*8O'7%G&8"??O#7%G&%"&M"'H&M7%)&4*6*2"(*':&%"&74*#%7EG&
%)'*1%&6*8%"':&%)1%&:)"O24&5*&7#8"'("'1%*4&7#%"&%)*&"#;"7#;&%)'*1%&?"4*2&E"'&M*5&:*'678*&(*#*%'1%7"#&
%*:%7#;B&

& &
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L&)%%(:/ffMMMB"M1:(B"';f7#4*\B()(f9*:%7#;pE"'p3*5p+*'678*:&
Q&)%%(/ffa161B:O#B8"?fM*5:*'678*:f'*E*'*#8*f1(7:d4"8:f:"1( d%8(d6<BXB(4E&
S&)%%(/ff?:4#B?78'":"E%B8"?f*#dO:f275'1'Gf?:TC<XWAB1:(\&
T&)%%(/ffMMMB:"1(O7B"';f&
U&)%%(/ff("'%:M7;;*'B#*%f5O'(f&
W&)%%(:/ffMMMB"M1:(B"';f7#4*\B()(fN1%*;"'G/,3-+.p3*5j"1%p.'"a*8% &
<X&)%%(/ffMMMB7'"#;**HB8"?f7B()(I(1;*r:*8O'7%Gf?O%722741*d4*275*'1%*2Gd6O2#*'152*d()( d"M1:( d%"( d<X&
<<&)%%(/ffMMMB46M1B8"BOHf&
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